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FOLLOWING IS REPEAT LONDON 08185, ACTION SECSTATE 24 MAY: 

QUOTE CONFIDENTIAL LONDON 08185 

FOR DEPARTMENT FROM ATO 

E.O. 11652:GDS 
TAGS: ASEC 

SUB J : FIRE ESCAPE CONSTRUCTION - AMERICAN EMBASSY, SOFIA 
REF: STATE 130652 

FOLLOWING IS QUOTE OF LONDON 7443 SENT SOFIA, BUCHAREST, 

BONN (INFO) ON 11 MAY 1978: 

"1. WISH TO CONFIRM DISCUSSION ON APRIL 28, 1978, 

BETWEEN EMBASSY SOFIA ADMIN OFFICER/PSO AND ATO REPRE- 
SENTATIVE (AND TO ADVISE RSO AND RCO) OF THE CONCERNS OF 
ATO WITH THE POSSIBLE SECURITY RAMIFICATIONS DURING THE 
CONFIDENTIAL 
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CONSTRUCTION BY BULGARIAN WORKMEN OF A FIRE ESCAPE ON THE 
EMBASSY BUILDING REAR WALL. 

”2. AS WE UNDERSTAND, THE DESIGN OF THE FIRE ESCAPE IS 
CURRENTLY BEING REVIEWED BY BULGARIAN OFFICE FOR CON 
STRUCTION. AS PRESENTLY DESIGNED, THE FIRE ESCAPE IS TO 
PROVIDE EMERGENCY EXITING FROM THE MSG QUARTERS TO THE 
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LOW ONE STORY ROOF AREA OF THE NON-EMBASSY BLDG ABUTTING 
AT THE REAR OF THE EMBASSY. THE FIRE ESCAPE WILL NOT BE 
ATTACHED TO THE REAR WALL OF THE TCU/C&R AREAS. HOWEVER, 
LOCAL WORKMEN WILL BE REQUIRED TO USE SCAFFOLDING ON THE 
REAR WALL OF THE BUILDING (INCLUDING THE TCU/C&R AREA 
WALL) FOR THE INSTALLATION OF THE FIRE ESCAPE. WE ARE 
PARTICULARLY CONCERNED OVER THE POSSIBILITIES OF HOSTILE 
TECHNICAL ATTACK AGAINST THE EMBASSY'S CLASSIFIED 
COMMUNICATIONS DURING THE ENTIRE PERIOD FROM INSTALLATION 
OF THE SCAFFOLDING TO IT S DISMANTLING. 

"3. BELIEVE IT WILL BE NECESSARY TO UTILIZE A SEABEE 
CONSTRUCTION TEAM (CONSEC) TO MONITOR THE BULGARIAN 
WORKMEN DURING INSTALLATION OF SCAFFOLDING, CONSTRUCTION 
OF THE FIRE ESCAPE, AND TO THE COMPLETE DISMANTLING OF 
THE SCAFFOLDING. ALSO, MSG AFTER HOURS COVERAGE OF THE 
CONSTRUCTION AREA I S SEEN AS BEING REQUIRED FOR AS LONG 
AS THE SCAFFOLDING IS IN PLACE. 

"4. IT IS REQUESTED THAT THE SOFIA PSO AND RSO, BUCHA- 
REST, COORDINATE ON THE REQUEST FOR THE CONSEC TEAM FROM 
SY/OPS/FO IN ACCORDANCE WITH SY OFFICE LETTER NUMBER 
D-78/1, DATED FEBRUARY 10, 1978. PLEASE KEEP ATO/RCO 
ADVISED ON CONSTRUCTION PLANNING FOR THIS PROJECT. 
BREWSTER" 
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